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Abstract 

Many entrepreneurs and small business owners lack disaster recovery plans, which minimize business 
disruptions caused by failures of critical technical systems. Typically, technology is not the main focus 
for a small business owner, as most of their time is spent focused on business operations. This case 
study demonstrates that when a business fails to plan for technological disasters, it can have severe 
consequences for the business. 

In this case, an ambitious and experienced entrepreneur opens a large self-storage facility. The technical 
systems, which support mission critical elements of the business, were compromised by a power surge 
and subsequent outage as the result of a major electrical storm. 

Part 1 of the case establishes the context as well as the events that led to the failure of critical business 
systems. Part 2 details how the business recovers from the disaster and the steps necessary to prevent 
something similar from happening in the future. At the end of the case, the reader will find discussion 
questions and suggested lab activities that will help students understand the importance of a disaster 
recovery plan. In addition, students are encouraged to consider implementing a plan to protect their 
personal data. This case complements the model curriculum objectives in IS 2010.1 and IS 2010.7. 
Keywords: Disaster recovery, business continuity, backups, cloud storage, battery backup, case 
study. 


1. INTRODUCTION 

Jeff Wolf was a blue-collar entrepreneur who 
enjoyed building businesses from the ground up. 


Jeff considered himself a lone wolf with his 
business ventures because he could never find a 
partner who matched his energy and dedication 
to building the enterprise. Once he built a new 
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venture into a profitable and self-sustaining 
business, he would often sell the business and 
move on to a new challenge. Typically, he would 
sell to a group of employees and maintain a small 
equity position in the company. 

Wolf Storage Solutions, founded in 2008, is a self¬ 
storage facility that has a diverse array of storage 
units ranging from 5 feet by 5 feet all the way to 
12 feet by 30 feet. The company differentiates 
itself from competitors by employing state-of- 
the-art security systems, which include 16 digital 
video cameras and a computer-controlled gate 
access to the facility. The cameras are 
strategically placed throughout the facility for 
each customer's security and safety. Of greater 
importance, Jeff obsesses over customer service. 
Each of the businesses he founded through the 
years provided exceptional service to customers. 

When Wolf Storage Solutions leases storage 
space to a new customer a standard process is 
followed. First, the customer fills out paperwork 
that captures important information, including 
the customer's name, billing address and credit 
card number for recurring monthly billing. Once 
the paperwork is completed, the information is 
then transferred into an application management 
system called Winsen Property Manager, which is 
a powerful application used to manage every 
aspect of the business, including site access. 

From there, the program generates a unique 
seven-digit numeric code that is then assigned to 
each customer. When a customer wants to enter 
the facility, she is required to enter this unique 
code into a keypad immediately adjacent to the 
computer-controlled gate. This also allows the 
system to monitor the dates and times each 
customer is in the facility. This information can 
then be matched up to the digital camera system 
that is programmed to turn on when motion is 
detected within the facility. 

Finally, the unique code is recorded on the 
paperwork and a copy is given to the customer. 
The paperwork is then scanned into a folder 
located on the computer's desktop. The hardcopy 
of the completed paperwork is placed in a filing 
cabinet located in the office. 

Although Jeff considered himself a successful 
businessman and a savvy entrepreneur, he knew 
that technology was not his strong suit. In fact, 
he would be the first to admit that he did not 
understand technology and that he wanted to 
focus on running the business and not dealing 
with technical issues. 


When he founded Wolf Storage Solutions he hired 
a "small herd of tech geeks" to install the new 
system and train he along with his staff on its use. 
When the system was installed in 2008 it was a 
state-of-the-art system, but it hasn't been 
updated since. Unfortunately, the company 
responsible for the installation has been out of 
business for several years. To compound the 
problem, whenever technology-related issues 
emerged, he usually relied on his part-time 
employees. Through the years Jeff had a lot of 
success hiring students from the local university. 
These employees were all far more comfortable 
with the technology than Jeff so he often left the 
technical tasks to them. Unfortunately, the 
students would often move on after graduation 
and take along their understanding of the system. 

2. THE CALM BEFORE THE STORM 

Jeff sipped his coffee and looked out the window. 
The morning's bright sky had faded into a cold 
gray by late afternoon. Fie turned around in his 
chair and stared blearily at the stack of paperwork 
on his desk that he would have to tackle 
tomorrow. When he heard the sound of a car door 
closing, Jeff stood up and rubbed his eyes. One 
of his customers walked in just before closing 
time. 

"FHello. Flow can I help you?" Jeff asked. 

"I just need to pay my bill," replied the customer. 

Jeff shoved the computer mouse around in a 
circle to wake the computer from sleep mode and 
took the customer's credit card. 

"It'll take a few minutes. This old thing is taking 
forever to load," said Jeff as he continued 
vigorously swirling the mouse on the counter. 

"No worries. The weather is starting to get ugly 
out there," said the customer. 

"I heard there was an advisory for high winds and 
lightning. Flopefully the weather doesn't turn that 
ugly," chuckled Jeff as he swiped the credit card. 
"All right, you are good to go unless there is 
anything else I can help you with today." 

At 5 p.m. Jeff locked the front door and exited the 
office through a door that led directly into the 
storage facility. A gust of wind nearly blew his hat 
off as he climbed into his golf cart. Fie drove 
around the facility for a general inspection, which 
involved checking for unlocked storage units or to 
note when a storage unit appeared to be vacated 
or damaged. Once he finished the inspection, Jeff 


©2017 ISCAP (Information Systems and Computing Academic Professionals) Page 14 

http://www.isedj.org; http://iscap.info 



Information Systems Education Journal (ISEDJ) 
ISSN: 1545-679X 


15 (2) 
March 2017 


headed back to the office right as it started to 
rain. 

Back inside the office, Jeff opened a closet that 
housed the system for the facility's security 
cameras. The system was running with no issues. 
He was happy with this system. Customers were 
impressed that the facility was so secure, and the 
company that installed it also took care of all 
maintenance and configuration issues. 

Jeff ambled back over to the main office computer 
and shook the mouse to wake the computer 
again. Jeff opened the Property Manager software 
and clicked a button called "Business Close" that 
opened a wizard that took him through the daily 
closing process. Jeff really liked this aspect of the 
software because it required everyone to follow 
the same closing procedures. 

The first step confirmed that the auto bill 
payments will be automatically processed at 
midnight. The next step confirmed the gate was 
scheduled to be locked at 10 p.m. Once Jeff 
received confirmation that the gate has been 
locked, the last part of the wizard ran a backup of 
the customer database. The backup of the 
database was then placed in a folder on the local 
system labeled "Wolf Storage Backups." When 
the wizard finished, a green checkmark appeared 
and then the software switched into "Off-Hours 
Mode." 

3. THE STORM 

Sitting in the comfort of his lounge chair at home, 
Jeff pulled out a remote to turn on his television. 
He watched the local news report: "Severe 
thunderstorms and wind in the area. Please be 
advised." Jeff snorted derisively then took a bite 
of his dinner. It doesn't take a scientist to tell me 
that the weather is ugly outside, Jeff thought as 
the wind howled. 

Suddenly, the lights in his house flickered and 
dimmed, and cracks of lightning lit up the sky and 
thunder continuously echoed through the valley 
for the next several hours. 

Shortly after midnight, the storm passed. 
Unbeknownst to Jeff, the damage from the storm 
crippled his business. 

4. THE AFTERMATH 

"Most of the power has been restored throughout 
the city...," announced the radio weatherman. 
Jeff turned down the volume as he pulled up to 
Wolf Storage Solutions. He knew the storm had 


caused some damage in the neighborhood and 
was anxious to see how his business had fared. 

Jeff walked up to the keypad that controlled the 
main gate and punched in his code. Access 
denied. That's odd, Jeff thought to himself. He 
tried again, but several beeps and a red flashing 
light indicated his credentials had been denied. 
Jeff clenched his teeth as he pulled out his keys 
and walked up to the office and unlocked the front 
door. He flipped on the light switch, and the 
florescent office lights slowly flickered on. Well, I 
have power so that's good, he thought. 

He continued to the back door that opened up into 
the storage facility, got into his golf cart and 
drove through the facility. He was relieved to find 
that there hadn't been any physical damage, and 
all of the rain water drained properly. 

Jeff drove back up to the office and went over to 
the front counter, which housed the main 
computer, and attempted to wake it from sleep 
mode by shaking the mouse. No response. Jeff 
moved the mouse around and hit a few keys on 
the keyboard. He figured it was just being slow, 
so he waited a few minutes. Still no response. 

Finally, Jeff got down on his knees and opened 
the cabinet door where the computer tower was 
located. Because there was no light indication on 
the front of the tower he pushed the power button 
to turn on the computer. 

"Power must have gone out last night," muttered 
Jeff to himself as he unplugged the computer and 
plugged it back in. The computer still would not 
power on. He decided to check the breaker box to 
see if the storm tripped a breaker. Jeff stood up 
and walked into the next room where his breaker 
box was located on the wall. Jeff opened the panel 
but did not see any breakers flipped. Jeff tried 
several more times to turn on the computer, but 
it still would not power on. 

Jeff then picked up his phone to call the only 
person he knew who could help with a serious 
technical problem such as this. He called his 
niece, Stephanie, who graduated from the local 
university with an MIS degree. Following 
graduation, she worked for a local consulting firm 
that specialized in implementing Salesforce CRM 
systems for clients throughout the country. She 
was currently working part-time for the local firm 
while completing her MBA degree. She answered 
his call immediately, and Jeff explained the 
situation. Stephanie assured him that it should be 
an easy fix and that she would be right over. 
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"How is my favorite niece doing?" Jeff asked her 
by way of greeting. 

"Your only niece!" she laughed. "I'm pretty good, 
but that storm last night caused havoc all over 
town!" 

"I can't believe that it took out my computer 
system. I had no idea that was possible." Jeff 
said. 

"The other day I read an article about the high 
percentage of small business owners who do not 
have any kind of disaster recovery plan or even a 
basic checklist of steps to take if their technology 
fails," she said. 

"I guess you can say I am one of those business 
owners. Technology is a foreign language to me," 
he said. 

Smiling wryly at her uncle, Stephanie walked 
around the counter and opened the cabinet. She 
pushed the button on the front of the computer 
and nothing happened. 

"Last night, everything was working fine. I went 
through the closing procedures like I always do at 
the end of business, then I went home. The 
wizard in the property management software, 
was supposed to put the system in "Off-Hours" 
mode at 10 p.m.," he said. 

Stephanie pulled out the computer and placed it 
on the counter. She tried several different power 
outlets but the computer still would not turn on. 
"So this computer plugs directly into the outlet 
under the counter, right?" 

"Yup, that's how the contractors installed it," Jeff 
replied. 

"Because you don't have this plugged into a surge 
protector or even a battery backup, my guess is 
that you have a bad power supply." 

"Was that something I did?" he asked. 

"My guess is the storm last night created some 
kind of surge and that fried your power supply. It 
may have fried your motherboard and hard drive, 
too." 

"Is there any way of preventing this?" he asked. 
"I always recommend to my clients that they plug 
their computers directly into a surge protector. 
This way, it can prevent those voltage spikes," 
she said. 


"I recommend a battery backup to clients who 
have to have their systems up and running 24 
hours a day. Because this computer controls that 
gate, you should absolutely have this computer 
plugged into a battery backup. That way, if you 
have a power outage, your computer can still 
communicate with the gate for a short amount of 
time. Power outages usually don't last very long," 
she said. 

"So, what do we need to get my business up and 
running the right way?" he asked. 

"I will run into town and buy a power supply, a 
surge protector and battery backup. We will start 
from there and cross our fingers that it is just the 
power supply. If it is, your computer should be 
back on in about an hour." 

Stephanie returned with the computer parts, 
opened the computer case and quickly started to 
untangle the cables. Stephanie wiped away layers 
of dust. "How old is this computer?" she asked as 
she replaced the old power supply with the new 
one. 

"I don't know, probably eight years old?" Jeff 
replied. His niece cringed. 

Stephanie finished installing the power supply 
and turned on the computer. Unfortunately, the 
computer still would not power on. 

Jeff asked her what they should do next. 

"Honestly, I think the best idea is to replace this 
computer with a new one, and I can transfer the 
data. It will be several hours, but I should have it 
running this afternoon." Jeff agreed and told her 
to buy whatever she thought would work best for 
the business. 

Several hours passed and eventually Stephanie 
walked through the door with a brand new 
computer. 

"So how are you going to get the stuff off of the 
old computer onto this new one? ... Magic?" Jeff 
asked as she plugged the new computer into the 
surge protector and battery backup. 

"I brought some tools that will allow me to use 
the old hard drive on your new computer," 
Stephanie replied as the new computer powered 
on. 

Stephanie clicked through the installation wizard 
that configured the computer. Once that finished, 
she pulled out a simple SATA to USB adapter and 
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plugged the old hard drive into the adapter. She 
then plugged the USB cable into the new 
computer thereby connecting the hard drive from 
the old system to the new computer. 

Stephanie patiently waited as the new computer 
installed the correct drivers. The drivers 
successfully installed but the old hard drive did 
not appear. Stephanie placed her hand on the 
hard drive and realized that the old hard drive 
was not spinning. It was completely dead. 
Stephanie turned to her uncle and broke the bad 
news. "It is not looking good. That storm not only 
fried the power supply, but it also corrupted your 
hard drive," she said. 

"All of my client information was on that 
computer— the property management software, 
the database, everything," Jeff replied. 

"What are the chances you have a backup of that 
database that isn't on the computer?" she asked. 

Jeff sighed as he pointed to the filing cabinet 
labeled "Customer Paperwork." Both Stephanie 
and Jeff let out a huge sigh as they realized they 
will have to recreate the database from scratch 
by manually inputting the original customer 
paperwork. 

"This is going to take weeks of sorting and re¬ 
adding the customer data," Jeff groaned. 

"It'll be okay. This is exactly the sort of project 
the company I work for can handle. Let me talk 
with my boss and see if we can get a small group 
in here that can get you up and running in the 
next 24 hours. Be prepared this will cost a few 
thousand dollars, but it is money well spent," she 
assured him. 

Stephanie called her boss to explain the situation. 
Her boss was sympathetic and agreed to let her 
spend the next day or two on this project. In 
addition, she agreed to send over three MIS 
student interns from the local university to help. 

"Well, Uncle Jeff, help is on the way. It will be 
about thirty minutes, which will give me plenty of 
time to install some of the necessary software." 

"Excellent! You are definitely a candidate for niece 
of the year!" he exclaimed. 

Stephanie laughed, rolled her eyes and went 
through the process of setting up the new 
property management software on the new 
system. 


"I'm going to set this up, and it will look identical 
to the old interface to you, but I am going to 
configure a few things differently to prevent this 
from happening again," Stephanie explained to 
Jeff. 

"First things first, I am going to subscribe you to 
a service called CrashPlan that will back up your 
entire computer every night. This will not only 
back up the computer to an external hard drive, 
but it will also back up a snapshot of your 
computer to the cloud. This way, you will have 
two backups in two separate locations at all 
times. The daily backup won't interfere with your 
day to day operations as it will be scheduled to 
run in the middle of the night," she explained. 

"Next, I have subscribed you to another service 
called Dropbox, which is a cloud service that 
syncs files between different computers. Each 
evening when you back up the database as part 
of the closing procedures it will sync a copy of the 
database to another computer and provide a 
backup in the cloud. Basically, you will have two 
different types of backups in several different 
locations. If we had this configuration originally, 
we would be up and running again." Stephanie 
finished as the fresh-faced interns walked in the 
door. 

After two days of hard work Stephanie and the 
interns were able to successfully recreate critical 
parts of the database from the original customer 
paperwork. Throughout this process, Jeff was 
busy dealing with upset and concerned 
customers. If it was not for the original paperwork 
stored on site and a savvy team of MIS students, 
Jeff's business would have had major problems. 

5. CONCLUSION 

For the first time in Jeff Wolf's career he 
experienced a computer systems failure that 
brought his business to a standstill. This event 
compelled Jeff to put more time and attention into 
the technical aspects of his business ventures. 
Prior to this event, he didn't put much thought 
into the technology that was a central component 
of his business. 

In the self-storage business, Jeff had always 
focused his attention on the physical part of the 
business as well as providing exceptional 
customer service. Unfortunately, he neglected a 
part of his business that many small business 
owners often neglect - disaster recovery. He 
realized that almost everything he knew about his 
customers was mediated and captured via 
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technology. This critical business asset needed 
more of his attention. 

With Stephanie's help, Jeff implemented a more 
robust backup system and she helped him 
develop a written disaster recovery plan that 
detailed the steps required to help recover the 
business systems in the event of another major 
systems failure. Furthermore, she developed a 
set of simple procedures that could be executed 
at the end of the week to test the veracity of the 
backups in the system. 

Perhaps of greatest importance, he committed to 
gain an in-depth understanding of the systems 
that are critical to his business. He did this by 
hiring the interns that helped with the data 
recovery project. He scheduled them for two 
hours a week for the next three months to teach 
him about this important part of almost every 
small business. About halfway through the 
scheduled sessions he started to see new 
business opportunities brought about by using 
more and different types of technology. 

Maybe you can teach an old dog new tricks... 

6. QUESTIONS AND STUDENT LAB 

1. List and describe your "mission-critical" 
devices that are essential for your school work 
and daily life. 

a) What important data reside on these 
devices? 

b) To what threats are these data 
vulnerable? 

c) Would you be able to recover these 
data in the event of a catastrophic failure? 

d) What steps could you take to protect 
these data? 

2. Identify different types threats that could 
affect mission-critical systems within businesses. 
How would you recommend minimizing the 
impact of each threat? 

3. Research CrashPlan and Dropbox. Why do you 
think Stephanie recommended these solutions? 
Are both necessary? How does one complement 
the other? What other technologies are available 
to achieve the same objectives? 

6. Explain how cloud storage services, such as 
Dropbox, can be beneficial to a small business? 


What are some potential business vulnerabilities 
of utilizing cloud storage as the sole means for 
backing up data? 

7. Why is it important to maintain multiple copies 
of mission-critical data? Why is it important to 
store copies at geographically separated 
locations? 

8. How often should mission-critical data be 
backed up? What factors should be considered in 
timing backups? 

Bonus Activities 

1. Work with a local small business and perform 
a risk assessment. If a similar disaster were to 
befall the business, how would they fare? Help 
them design a disaster recovery plan. The plan 
should identify those responsible for recovery of 
the affected systems. In addition, the plan should 
provide a detailed overview of the procedures to 
follow in the event the business was affected by 
a disaster that compromised the computer 
systems. 

2. Research companies that have experienced a 
systems failure. What consequences did the 
system failure have on business operations? What 
losses were incurred (e.g., data, money, 
customer loyalty)? In hindsight, what could the 
companies have done to minimize the severity of 
system failures? 
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